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DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | SECRET

(The requirements ef the DoD Indusirial Security Manual apply
to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION I8: (X and counplete as applicable}

a. PRIME CONTRACT NUMBER

K| o, ORIBINAL (Emmplore deae nr aft cases)

DATE (YYMMEGD)

b. SUBCONTRACT NUMBER

b. REVISED iSupersedes Revision Ne.

Gl previons siecs)

DATE (YYMMDD)

DAABO7-97-R-V001

x <. SOLICITATION OR DTHER NUMBER

DUE DATE (¥YMMDD)

© FINAL rComptere tenr d i at cases,

DATE (YYMMDD)

4. 1S THIS A FOLLOW-ON CONTRACT?

Classified material received or generated under

X ves

D NOQ. If yes, compiete the follow ng:

TiRreeedisiy Conuaet W

rirer is transferred To this {olow-cn contract.

5. 1S THIS A FINAL DD FORM 2547

In response to the contractor's request dated

D YES NC. If ves, complete the following:

__. retention of the identified classified material is authorizsd for the period of

6. CONTRACTOR (Inciwde Commercial and Government Ewity (CAGE) Codel

a. NAME, ADDRESS, AND ZIF CODE

n. CAGE CODE c. COGNIZANT SECURITY OFFICE (Neaine, Adefress, and Zip Cade;

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE ¢. COGNIZANT SECURITY QFFICE (Name. Address, und Zip Code)

8. ACTUAL PERFORMANCE

%. LOCATION

0. CAGE CODRE ¢ COGNIZANT SECURITY OFFICE fNuwmie, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCLIREMENT
To acquire commercial servers, desktaps, notebooks, peripherals, network hardware and software, system support software,

associated documentation and reports, integration, maintenance, and technical support scrvices to meet worldwide Standard Army
Management Information Systems (STAMIS) requirements,

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO |11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
3. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER
3. COMMUNICATIONS SECURITY (COMSEC) INFORMATION XK ] R NANE ACCESS TQ CLASSIFIED INEORMATIN DHLY AT 2 X
b. RESTRICTED DATA, | b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
. CRITICAL NUCLEAR WEAPDN DESIGN INFORMATION | c. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
4. FORMERLY RESTRICTED DATA X | 0. FABRICATE, MODIFY, UR 510RE CLASSIFIED HARDWARE X
2. INTELLIGENCE INFORMATION: i &. PERFORM SERVICES ONLY >
ot - - 1. HAVE ACCESS TO U5 _CLASSIFIED INFORMATION DUTSIDE THE U5,

(1) Sensitive Compartmented Information (51 x PLERTD RICD, U.5. POSSESSIONS AND TRUST TERRITORIE X

2 Mot | 9 BE AUTHORIZED TG USE THE SERVICES OF DEFENSE JECHNICAL INFORMATION X

L CENTER (DTIC} OB OTHER SECONDARY DISTRISUTION CENTER
f. SPECIAL ACCESS INFORMATION > | h REQUIRE A COMSEG AGGOUNT X
4. NATO INFORMATIGN XK | i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GDVERNMENT INFOCRMATION X i» HAVE OPERATIONS SECURITY 1QPSEC) REQUIREMENTS X
. LIMITED DISSEMINATION INFORMATION ¥ | . BE AUTHORIZED TO USE THE DEFENSE COURIER SERVIGE X
j- FOR QFFICIAL USE QNLY INFORMATION X L. OTHER (Spenify}
k. OTHER (Specify)

x
X

DD Form 254, DEC 90

Part I11:
Part 111.b:
FileName: 3b.doc

ATTACHMENTS
DD Form 254, DoD Contract Security Classification Specification

Previous editions are ofgsolete.

USAPPC ¥1.00




DAABO07-98-D-V001

12. PUBLIC RELEASE. Any information folassified or wenclassyTed) pertaining to this canract shall not be released for public disstmination 2xcept as provided by ine Industiial Securily
Manual or unless it has been approved for public reease by appropriate U.S. Government suthority, Propased pabhe

Ij Direct Thwaugh (Specify)-

CECOM Acquisition Center - Washington Operations Office
2461 Eisenhower Ave., Hoffman I Room 244
Alexandria. Virginia 22331-0700

10 the Directorate for Freedom of Informaticn and Security Reviaw, Otfice of the Assistant Sacrerasy of Dofensz (Public Adfairs)® Tor review
* In the case of non-DoD User Agencies, requests bor disclosure shall e submitied to thal agency

slegses srafl be subimitied lfar approval pricr te relgsase

13. SECURITY GUIDANCE. The security classificatior. guidancs neaded for tr-s classified offort is iuantified be owe. I any dillicully is 2ncsantered in epplying this guidence or if 21y
other contributing factor indicates a asad for changes in this guidance, e contractor is authorized and @nsoureged 3 provida ~acoTmended changes; ta challange the guidance ar the
classification assigned to any information or material furnished or generated under this contract; ard t0 SLEMIT ANy quest ons for interpretation of th's gu.danca Lo the official identified
below. Pending final decisian, the information invelved shall be handled and protected at tha highest leve of classification azsigned 2r reccmmended. (Rl in as appropriate for lhe
classified effont. Aitach, or forward under separae corvespondence, any docuiments/guidesiextraces refereaced herein. Add adktivional poses as needed to privide complete gwidance. )

All Contractor personnel requiring access to a facility where services are to be performed shall have SECRET clearances.
Contractor personnel will be required to work in limited and controlled access areas. Contractor personnel may be exposed to
cryptographic equipment and documentation up Lo the SECRET level.

The Contractor shall furnish personnel clearance information in accordance with the Industrial Security Manual to the Security
Office at the location where services are to be performed.

The information contained in this form is certified to the best of my knowledgc as being accurate and complete.

/4//§%A Foyde
ALLEN N. FORTE

Major (P), AG
Deputy PM, TACMIS

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to iSM requirements, are established for this contract. () Yes, identife YES > NO

the pertinert contraciual clauses iz the contract document iiself. or pravide an appropriale starement wiich identiites the additional regnizements. Provide o ropy of
the requirements (o the cogaizam security office.  Use Irem 13 if additional space t5 needed. )

16. INSPECTIONS. Elements of this contract ars outside the inspection responsibility of the cogn.zart secarity offize. 8 Yes. explain cud idemils YES > NO
specific arens or elements curved out and the activire responsible for fnspecrions. Use ftem 13 3f additiona! space is needed. )

16. CERTIFICATIGN AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified infoermation tc be released or
generated under this classified effort. Al questions shall he referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE [ TELEPHONE ttnciude Ares Code)
PAMELA J. LOCKE CONTRACTING OFFICER 1(703) 325-3328
Jd. ADDRESS finclude xip Code) 17. REQUIRED DISTRIBUTION
CECOM Acquisition Center - Washington Operations Office ¥ s contractur
2461 Eisenhower Ave., Hoffman I Room 244 X |b. SUBCONTRACTOR
Alexandria, Virginia 22331-0700 . COGMIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
S 1o SIGNATURE d. .S, ACTIVITY RESPONSIRLE FOR QVERSEAS SECURITY ADMINISTRATION

% ﬁ‘QL— & ADMIMISTRATIVE CONTRACTING OFFICER

( — f. OTHERS AS NECESSARY
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